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MB CONNECTLINE

Incidents covered by this document:
= Vulnerability SIM#2026-01-1-a: "Unauthenticated SQLi in userinfo Endpoint"
= Vulnerability SIM#2026-01-1-b: "Unauthenticated SQLi in ssoabstractservice"
= Vulnerability SIM#2026-01-1-c: "Unauthenticated SQLi in getLiveValues function”
= Vulnerability SIM#2026-01-1-d: "Unauthenticated SQLi in getLiveValues"
= Vulnerability SIM#2026-01-1-e: "Unauthenticated SQLi in _mb24confi_getTagAlarm function"
= Vulnerability SIM#2026-01-1-f: "Unauthenticated SQLi in _mb24api_getUserAccount function"
= Vulnerability SIM#2026-01-1-g: "Unauthenticated SQLi in _mb24confi_getTagAlarm function
(mb24alarm.php)"
= Vulnerability SIM#2026-01-1-h: "Unauthenticated SQLi in getAlarmProfiles function"
= Vulnerability SIM#2026-01-1-i: "Unauthenticated SQLi in _mb24confi_getDevice function"
= Vulnerability SIM#2026-01-1-j: "Unauthenticated SQLi in sync_data24 task"
= Vulnerability SIM#2026-01-1-k: "Authenticated SQLi in getVpnData function"
= Vulnerability SIM#2026-01-1-1: "Authenticated SQLi in getAccountByID function"
= Vulnerability SIM#2026-01-1-m: "Authenticated SQLi in DevSerialReset function (SELECT)"
= Vulnerability SIM#2026-01-1-n: "Authenticated SQLi in DevSerialReset function (UPDATE)"
= Vulnerability SIM#2026-01-1-0: "Authenticated SQLi in accountstatus view (userid)"
= Vulnerability SIM#2026-01-1-p: "Authenticated SQLi in accountstatus view (devices)"
= Vulnerability SIM#2026-01-1-q: "Authenticated SQLi in dsgvo_contracts view"
= Vulnerability SIM#2026-01-1-r: "Authenticated SQLi in _RemoveRequest function"
= Vulnerability SIM#2026-01-1-s: "Authenticated SQLi in DeleteSysLogEntry function"
= Vulnerability SIM#2026-01-1-t: "Authenticated SQLi in UpdateParam function (view.html.php)"
= Vulnerability SIM#2026-01-1-u: "Authenticated SQLi in UpdateParam function (admin.mbnetj.php)"
= Vulnerability SIM#2026-01-1-v: "Authenticated SQLi in Easy View"
= Vulnerability SIM#2026-01-1-w: "Authenticated SQLi in getDevicegroups function"
= Vulnerability SIM#2026-01-1-x: "Authenticated SQLi in saveDashboardLayout function (dash.php)"
= Vulnerability SIM#2026-01-1-y: "Authenticated SQLi in saveDashboardLayout function (dash_layout.php)"
= Vulnerability SIM#2026-01-1-z: "Authenticated SQLi in saveObjectFromData function"
= Vulnerability SIM#2026-01-1-aa: "Authenticated SQLi in inmessage model"
= Vulnerability SIM#2026-01-1-ab: "Authenticated SQLi in getProjectScalings function”
= Vulnerability SIM#2026-01-1-ac: "Authenticated SQLi in getDeviceScalings function"
= Vulnerability SIM#2026-01-1-ad: "Authenticated SQLi in getComponentScalings function”
* Vulnerability SIM#2026-01-1-ae: "Authenticated SQLi in VerifyCreateLicences function”
= Vulnerability SIM#2026-01-1-af: "Authenticated SQLi in getProjectTags function"
= Vulnerability SIM#2026-01-1-ag: "Authenticated SQLi in getWidgetTags function"
= Vulnerability SIM#2026-01-1-ah: "Authenticated SQLi in alarming view"
= Vulnerability SIM#2026-01-1-ai: "Authenticated SQLi in dashboard view"
= Vulnerability SIM#2026-01-1-aj: "Authenticated SQLi in devices_configuration view"
= Vulnerability SIM#2026-01-1-ak: "Authenticated SQLi in system view"
= Vulnerability SIM#2026-01-1-al: "Authenticated SQLi in system_tag view"
= Vulnerability SIM#2026-01-1-am: "Authenticated SQLi in tag view"
= Vulnerability SIM#2026-01-1-an: "Authenticated SQLi in user_alarmprofile view"
= Vulnerability SIM#2026-01-1-ao: "Unauthenticated SQLi in getAccountData function"
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MB CONNECTLINE

Public disclosure: Date:
Incident-Report - SIM#2026-01-1 ) 26.05.2026
mbCONNECT24/mymbCONNECT24 Firmware 2.20.1 1 14.04.2026

(@ The MB connect line security team can be reached via email at security-team@mbconnectline.de.
For incident-reports, please use encypted communication only. For details and PGP-credentials visit
https://mbconnectline.com/security-advice/.

More information on current threats and the associated product safety of our devices and software
solutions can be found at https://mbconnectline.com/security-advice/.

All vulnerability-metrics used in this document are created with the NIST NVD CVSS-Calculator V3
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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MB CONNECTLINE

Vulnerability SIM#2026-01-1-a:
"Unauthenticated SQLi in userinfo Endpoint”

Details

CVE:
CVE-2026-40810

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
userinfo endpoint due to improper neutralization of special elements in a SQL SELECT command. This can
result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40810
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-b:
"Unauthenticated SQLi in ssoabstractservice"

Details

CVE:
CVE-2026-40811

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
ssoabstractservice due to improper neutralization of special elements in a SQL SELECT command. This
can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40811
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-c:
"Unauthenticated SQLi in getLiveValues function”

Details

CVE:
CVE-2026-40812

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getLiveValues functions sn parameter due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40812
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-d:
"Unauthenticated SQLi in getLiveValues”

Details

CVE:
CVE-2026-40813

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getLiveValues functions tagid parameter due to improper neutralization of special elements in a SQL
SELECT command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40813
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-e:
"Unauthenticated SQLi in _mb24confi_getTagAlarm function”

Details

CVE:
CVE-2026-40814

Description:
An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the

dataapi.php files _mb24confi_getTagAlarm function due to improper neutralization of special elements in
a SQL SELECT command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40814
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-f:
"Unauthenticated SQLi in _mb24api_getUserAccount function”

Details

CVE:
CVE-2026-40815

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
_mb24api_getUserAccount function due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40815
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-g:

"Unauthenticated SQLi in _mb24confi_getTagAlarm function
(mb24alarm.php)"

Details

CVE:
CVE-2026-40816

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
mb24alarm.php files _mb24confi_getTagAlarm function due to improper neutralization of special elements
in a SQL SELECT command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40816
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-h:
"Unauthenticated SQLi in getAlarmProfiles function”

Details

CVE:
CVE-2026-40817

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getAlarmProfiles function due to improper neutralization of special elements in a SQL SELECT command.

This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40817
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-i:
"Unauthenticated SQLi in _mb24confi_getDevice function”

Details

CVE:
CVE-2026-40818

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
_mb24confi_getDevice function due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40818
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-j:
"Unauthenticated SQLi in sync_data24 task”

Details

CVE:
CVE-2026-40819

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
sync_data24 task due to improper neutralization of special elements in a SQL SELECT command. This can
result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40819
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-k:
"Authenticated SQLi in getVpnData function”

Details

CVE:
CVE-2026-40820

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getVpnData function due to improper neutralization of special elements in a SQL SELECT command. This
can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 4.9
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40820
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-I
"Authenticated SQLi in getAccountByID function”

Details

CVE:
CVE-2026-40821

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getAccountByID function due to improper neutralization of special elements in a SQL SELECT command.
This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 4.9
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

Document: SIM#2026-01-1 / Rev.:

Created by:fade / 2026-05-27

MB connect line GmbH
Winnettener Str. 6

91550 Dinkelsbiihl
GERMANY

4

Page: 15/ 44

S, +49(0)9851/5825290
1@ +49(0)9851/58252999
& info@mbconnectline.com
& www.mbconnectline.com

L


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40821
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-m:
"Authenticated SQLi in DevSerialReset function (SELECT)"

Details

CVE:
CVE-2026-40822

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
DevSerialReset function due to improper neutralization of special elements in a SQL SELECT command.
This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 4.9
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40822
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-n:
"Authenticated SQLi in DevSerialReset function (UPDATE)"

Details

CVE:
CVE-2026-40823

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
DevSerialReset function due to improper neutralization of special elements in a SQL UPDATE command
allowing for reading the whole database and changing values in a non critical table. This can result in a
total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40823
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-o:
"Authenticated SQLi in accountstatus view (userid)"

Details

CVE:
CVE-2026-40824

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
accountstatus view userid parameter due to improper neutralization of special elements in a SQL UPDATE
command allowing for reading the whole database and changing values in a non critical table. This can
result in a total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40824
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-p:
"Authenticated SQLi in accountstatus view (devices)"

Details

CVE:
CVE-2026-40825

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
accountstatus view devices parameter due to improper neutralization of special elements in a SQL
UPDATE command allowing for reading the whole database and changing values in a non critical table.
This can result in a total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

Document: SIM#2026-01-1 / Rev.:

Created by:fade / 2026-05-27

MB connect line GmbH
Winnettener Str. 6

91550 Dinkelsbiihl
GERMANY

4

Page: 19 / 44 S, +49(0)9851/5825290
1@ +49(0)9851/58252999
& info@mbconnectline.com
& www.mbconnectline.com


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40825
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-q:
"Authenticated SQLi in dsgvo_contracts view"

Details

CVE:
CVE-2026-40826

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
dsgvo_contracts view due to improper neutralization of special elements in a SQL SELECT command. This

can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 4.9
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40826
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-r:
"Authenticated SQLi in _RemoveRequest function”

Details

CVE:
CVE-2026-40827

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
_RemoveRequest function due to improper neutralization of special elements in a SQL DELETE command
allowing for reading the whole database and deleting entries in a non critical table. This can result in a total
loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40827
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-s:
"Authenticated SQLi in DeleteSysLogEntry function”

Details

CVE:
CVE-2026-40828

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
DeleteSysLogEntry function due to improper neutralization of special elements in a SQL DELETE command
allowing for reading the whole database and deleting entries in a non critical table. This can result in a total
loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40828
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-t:
"Authenticated SQLi in UpdateParam function
(view.html.php)"

Details

CVE:
CVE-2026-40829

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
view.html.php files UpdateParam function due to improper neutralization of special elements in a SQL
UPDATE command allowing for reading the whole database and changing values in a non critical table.
This can result in a total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40829
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-u:
"Authenticated SQLi in UpdateParam function
(admin.mbnetj.php)"

Details

CVE:
CVE-2026-40830

Description:

A high privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
admin.mbnet;j.php files UpdateParam function due to improper neutralization of special elements in a SQL
UPDATE command allowing for reading the whole database and changing values in a non critical table.
This can result in a total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 55
CVSS v3 Link: AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40830
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-v:
"Authenticated SQLi in Easy View"

Details

CVE:
CVE-2026-40831

Description:

total loss of confidentiality.

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the Easy
View due to improper neutralization of special elements in a SQL SELECT command. This can result in a

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40831
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-w:
"Authenticated SQLi in getDevicegroups function”

Details

CVE:
CVE-2026-40832

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getDevicegroups function due to improper neutralization of special elements in a SQL SELECT command.

This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

Document: SIM#2026-01-1 / Rev.:

Created by:fade / 2026-05-27

MB connect line GmbH
Winnettener Str. 6

91550 Dinkelsbiihl
GERMANY

4

Page: 26 / 44

S, +49(0)9851/5825290
1@ +49(0)9851/58252999
& info@mbconnectline.com
& www.mbconnectline.com

L


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40832
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-x:
"Authenticated SQLi in saveDashboardLayout function
(dash.php)”

Details

CVE:
CVE-2026-40833

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
dash.php files saveDashboardLayout function due to improper neutralization of special elements in a SQL
INSERT command allowing for reading the whole database and inserting entries into a non critical table.
This can result in a total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.1
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:.L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40833
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-y:
"Authenticated SQLi in saveDashboardLayout function
(dash_layout.php)"

Details

CVE:
CVE-2026-40834

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
dash_layout.php files saveDashboardLayout function due to improper neutralization of special elements in
a SQL INSERT command allowing for reading the whole database and inserting entries into a non critical
table. This can result in a total loss of confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product: Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.1
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:.L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40834
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-z:
"Authenticated SQLi in saveObjectFromData function”

Details

CVE:
CVE-2026-40835

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
saveObjectFromData function due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40835
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-aa:
"Authenticated SQLi in inmessage model”

Details

CVE:
CVE-2026-40836

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
inmessage model due to improper neutralization of special elements in a SQL DELETE command allowing
for reading the whole database and deleting entries in a non critical table. This can result in a total loss of
confidentiality and some loss of integrity.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.1
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:.L/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40836
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ab:
"Authenticated SQLi in getProjectScalings function”

Details

CVE:
CVE-2026-40837

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getProjectScalings function due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40837
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ac:
"Authenticated SQLi in getDeviceScalings function”

Details

CVE:
CVE-2026-40838

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getDeviceScalings function due to improper neutralization of special elements in a SQL SELECT command.

This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40838
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ad.:
"Authenticated SQLi in getComponentScalings function”

Details

CVE:
CVE-2026-40839

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getComponentScalings function due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40839
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ae:
"Authenticated SQLi in VerifyCreateLicences function”

Details

CVE:
CVE-2026-40840

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
VerifyCreateLicences function due to improper neutralization of special elements in a SQL SELECT
command. This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40840
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-af:
"Authenticated SQLi in getProjectTags function”

Details

CVE:
CVE-2026-40841

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getProjectTags function due to improper neutralization of special elements in a SQL SELECT command.
This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40841
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ag:
"Authenticated SQLi in getWidgetTags function”

Details

CVE:
CVE-2026-40842

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getWidgetTags function due to improper neutralization of special elements in a SQL SELECT command.
This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40842
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ah:
"Authenticated SQLi in alarming view"

Details

CVE:
CVE-2026-40843

Description:

total loss of confidentiality.

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the alarming
view due to improper neutralization of special elements in a SQL SELECT command. This can result in a

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40843
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ai:
"Authenticated SQLi in dashboard view"

Details

CVE:
CVE-2026-40844

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
dashboard view due to improper neutralization of special elements in a SQL SELECT command. This can

result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40844
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-aj:
"Authenticated SQLi in devices_configuration view"

Details

CVE:
CVE-2026-40845

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
devices_configuration view due to improper neutralization of special elements in a SQL SELECT command.

This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40845
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ak:
"Authenticated SQLi in system view"

Details

CVE:
CVE-2026-40846

Description:

total loss of confidentiality.

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the system
view due to improper neutralization of special elements in a SQL SELECT command. This can result in a

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40846
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-al:
"Authenticated SQLi in system_tag view"

Details

CVE:
CVE-2026-40847

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
system_tag view due to improper neutralization of special elements in a SQL SELECT command. This can

result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40847
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-am:
"Authenticated SQLi in tag view"

Details

CVE:
CVE-2026-40848

Description:

loss of confidentiality.

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the tag view
due to improper neutralization of special elements in a SQL SELECT command. This can result in a total

Solution:
Update to 2.20.1

Affected Products

Product:

Version: Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0 2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40848
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-an:
"Authenticated SQLi in user_alarmprofile view"

Details

CVE:
CVE-2026-40849

Description:

An low privileged remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
user_alarmprofile view due to improper neutralization of special elements in a SQL SELECT command.
This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 6.5
CVSS v3 Link: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40849
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

MB CONNECTLINE

Vulnerability SIM#2026-01-1-ao:
"Unauthenticated SQLi in getAccountData function”

Details

CVE:
CVE-2026-40850

Description:

An unauthenticated remote attacker can exploit an unauthenticated SQL Injection vulnerability in the
getAccountData function due to improper neutralization of special elements in a SQL SELECT command.
This can result in a total loss of confidentiality.

Solution:
Update to 2.20.1

Affected Products

Product:

Version:

Update:

mbCONNECT24, mymbCONNECT24 <=2.20.0

2.20.1

CVSS Scores & Vulnerability

CWE-Identifier: CWE-89
CVSS Base Score: 7.5
CVSS v3 Link: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-40850
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

